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Smart Contract Audit Report

-MagnetGold



Smart Contract

GitSolid Audits Received The Application For A Smart Contract
Security Audit Of MagnetGold On January 29, 2022. The following are
the details and results of this smart contract security audit:

Token Name: MagnetGold (MTG)

Website: https://mtggold.com/

Contract address: 0x68d10dfe87a838d63bbef6c9a0d0b44beb799dcl

Link Address:
https://bscscan.com/token/0x68d10dfe87a838d63bbef6c9a0d0b44be
b799dcl

The audit items and results: (Other unknown security vulnerabilities are
not included in the audit responsibility scope)

Audit Result: Passed

Audit Number: GITS022022
Audit Date: February 03/ 2022
Audit Team: GitSlid Audits

Website- https://www.qitsolid.host/



https://mtggold.com/
https://bscscan.com/token/0x68d10dfe87a838d63bbef6c9a0d0b44beb799dc1
https://bscscan.com/token/0x68d10dfe87a838d63bbef6c9a0d0b44beb799dc1
https://www.gitsolid.host/
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INTRODUCTION

This Audit Report Mainly Focuses On The Overall Security Of MAGNETGOLD Smart
Contract With this Report, We Have Tried To Ensure The Reliability And Correctness Of Their
Smart Contract By Complete And Rigorous Assessment Of Their System's Architecture And
The Smart Contract Codebase.

AUDITING APPROACH AND METHODOLOGIES APPLIED

The GitSolid Audits Team Has Performed Rigorous Testing Of The Project Starting With
Analyzing The Code Design Patterns In Which We Reviewed The Smart Contract Archiftecture
To Ensure It Is Structured And Safe Use Of Third-Party Smart Contracts And Libraries.

Our Team Then Performed A Formal Line By Line Inspection Of The Smart Contract To Find
Any Potential Issue Like Race Conditions, Transaction-Ordering Dependence, Timestamp
Dependence, And Denial Of Service Attacks.

In The Unit Testing Phase, We Coded/Conducted Custom Unit Tests Written For Each
Function In The Contract To Verify That Each Function Works As Expected.

In Automated Testing, We Tested The Smart Contract With Our In-House Developed Tools To
Identify Vulnerabilities And Security Flaws.

THE CODE WAS TESTED INCLUDED -

e Testing The Functionality Of The Smart Contract To Determine Proper Logic Has Been
Followed Throughout The Whole Process.

e Analyzing The Complexity Of The Code In Depth And Detailed, Manual Review Of The
Code, Line by-Line.

e Deploying The Code On Testnet Using Multiple Clients To Run Live Tests.

e Analyzing Failure Preparations To Check How The Smart Contract Performs In Case Of Any
Bugs And Vulnerabilities.

e Checking Whether All The Libraries Used In The Code Are On The Latest Version.
e Analyzing The Security Of The On-Chain Data.

e Languages: Solidity (Smart Contract) Platforms And Tools: Remix IDE, Truffle, Truffle Team,
Ganache, Solhint, VVscode, Mythril, Contract Library.



AUDIT GOALS

The Focus Of The Audit Was To Verify That The Smart Contract System Is Secure, Resilient And
Working According To The Specifications. The Audit Activities Can Be Grouped In The Following
Three Categories:

SECURITY IDENTIFYING

Security Related Issues Within Each Contract And The System Of Contract.

AUDIT ARCHITECTURE

Evaluation Of The Architecture Of This System Through The Lens Of Established Smart Contract
Best Practices And General Software Best Practices.

CODE CORRECTNESS AND QUALITY

A Full Review Of The Contract Source Code. The Primary Areas Of Focus Include:
® Accuracy

e Readability

e Sections Of Code With High Complexity

e Quantity And Quality Of Test Coverage



Every Issue In This Report Was Assigned A Severity Level From The Following:

HIGH LEVEL SEVERITY ISSUES

Issues On This Level Are Critical To The Smart Contract’s Performance/Functionality And Should
Be Fixed Before Moving To A Live Environment.

MEDIUM LEVEL SEVERITY ISSUES ISSUES

On This Level Could Potentially Bring Problems And Should Eventually Be Fixed.

LOW LEVEL SEVERITY ISSUES

Issues On This Level Are Minor Details And Warnings That Can Remain Unfixed But Would Be
Better Fixed At Some Point In The Future.

NUMBER OF ISSUES PER SEVERITY

Critical High Medium Low Note

0 0 0 1 0




S.N. ‘ Issue Description Checking Status
1 Compiler warnings. Passed
2 Race conditions and Reentrancy. Cross-function race conditions Passed
3 Possible delays in data delivery. Passed
4 Oracle calls. Passed
5 Front running Passed
6 Timestamp dependence Passed
7 Integer Overflow and Underflow. Passed
8 DoS with Revert Passed
9 DoS with block gas limit Passed
10 | Methods execution permissions. Passed
11 | Economy model. Passed
12 | The impact of the exchange rate on the logic. Passed
13 | Private user data leaks Passed
14 | Malicious Event log. Passed
15 | Scoping and Declarations Passed
16 | Uninitialized storage pointers. Passed
17 | Arithmetic accuracy Passed
18 | Design Logic Passed
19 | Cross-function race conditions. Passed
20 | Safe Zeppelin module. Passed
21 | Fallback function security. Passed




MANUAL AUDIT:

For This Section The Code Was Tested/Read Line By Line By Our Developers. We Also
Used Remix IDE’s Javascript VM And Kovan Networks To Test The Contract
Functionality.

Critical Severity Issues

No Critical Severity Issues Found.
High Severity Issues

No High Severity Issues Found.
Medium Severity Issues

No Medium Severity Issues Found.
Low Severity Issues

No Low Severity Issues Found.
AUTOMATED AUDIT
Remix Compiler Warnings

Compiler Version —v0.5.17+commit.d19bba13. It throws warnings by Solidity’s
compiler. If it encounters any errors the contract cannot be compiled and
deployed. No issues found.

LIQUIDITY LOCKED - MINT FUNCTION - HONEYPOT - WHALES

'\

v [1 NO v [1 NO v [INO v [INO



This Is A Limited Report On Our Findings Based On Our Analysis, In Accordance With Good Industry
Practice As At The Date Of This Report, In Relation To Cybersecurity Vulnerabilities And Issues In The
Framework And Algorithms Based On Smart Contracts, The Details Of Which Are Set Out In This
Report. In Order To Get A Full View Of Our Analysis, It Is Crucial For You To Read The Full Report.
While We Have Done Our Best In Conducting Our Analysis And Producing This Report, It Is Important
To Note That You Should Not Rely On This Report And Cannot Claim Against Us On The Basis Of
What It Says Or Doesn’t Say, Or How We Produced It, And It Is Important For You To Conduct Your
Own Independent Investigations Before Making Any Decisions. We Go Into More Detail On This In The
Below Disclaimer Below — Please Make Sure To Read It In Full.

DISCLAIMER: By Reading This Report Or Any Part Of It, You Agree To The Terms Of This
Disclaimer. If You Do Not Agree To The Terms, Then Please Immediately Cease Reading This Report,
And Delete And Destroy Any And All Copies Of This Report Downloaded And/Or Printed By You. This
Report Is Provided For Information Purposes Only And On A Non-Reliance Basis, And Does Not
Constitute Investment Advice. No One Shall Have Any Right To Rely On The Report Or Its Contents,
And Gitsolid Audit And Its Affiliates (Including Holding Companies, Shareholders, Subsidiaries,
Employees, Directors, Officers And Other Representatives) (Gitsolid Audit) Owe No Duty Of Care
Towards You Or Any Other Person, Nor Does Gitsolid Audit Make Any Warranty Or Representation To
Any Person On The Accuracy Or Completeness Of The Report. The Report Is Provided "As Is", Without
Any Conditions, Warranties Or Other Terms Of Any Kind Except As Set Out In This Disclaimer, And
Gitsolid Audit Hereby Excludes All Representations, Warranties, Conditions And Other Terms
(Including, Without Limitation, The Warranties Implied By Law Of Satisfactory Quality, Fitness For
Purpose And The Use Of Reasonable Care And Skill) Which, But For This Clause, Might Have Effect In
Relation To The Report. Except And Only To The Extent That It Is Prohibited By Law, Gitsolid Audit
Hereby Excludes All Liability And Responsibility, And Neither You Nor Any Other Person Shall Have
Any Claim Against Gitsolid Audit, For Any Amount Or Kind Of Loss Or Damage That May Result To
You Or Any Other Person (Including Without Limitation, Any Direct, Indirect, Special, Punitive,
Consequential Or Pure Economic Loss Or Damages, Or Any Loss Of Income, Profits, Goodwill, Data,
Contracts, Use Of Money, Or Business Interruption, And Whether In Delict, Tort (Including Without
Limitation Negligence), Contract, Breach Of Statutory Duty, Misrepresentation (Whether Innocent Or
Negligent) Or Otherwise Under Any Claim Of Any Nature Whatsoever In Any Jurisdiction) In Any Way
Arising From Or Connected With This Report And The Use, Inability To Use Or The Results Of Use Of
This Report, And Any Reliance On This Report. The Analysis Of The Security Is Purely Based On The
Smart Contracts Alone. No Applications Or Operations Were Reviewed For Security. No Product Code
Has Been Reviewed.



SUMMARY SMART CONTRACT’S

Do Not Contain Any High Severity Issues. Note: Please Check The Disclaimer
Above And Note, The Audit Makes No Statements Or Warranties On Business
Model, Investment Attractiveness Or Code Sustainability. The Report Is Provided
For The Only Contract Mentioned In The Report.

Audited By GitSolid Audits Team

Date —03/02/2022

Team )%{ iftfga&;d,



